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ZEDMOS

Zedmos

MCP — Operator Manual

Al assistants managing Zedmos firewalls, on each firewall and through the

Zedmos Console

MCP through the console: one address, many firewalls

The assistant talks to the console; the console reaches each firewall over the link the firewall itself keeps open. No firewall is exposed.

Al assistants

Claude Code, Codex, Gemini CLI

Cursor, VS Code, Claude Desktop

claude.ai connectors

Each holds one connection's
credential (zcm_...) and calls
https://console.example.com/mcp

Every firewall tool takes one
more argument: gateway

HTTPS

Authorization:
Bearer zcm_...

—_—

Console console.example.com

/mcp endpoint
credential, expiry, source network, rate limit

The person's role, now
owner / admin of the firewall's organization or gateway

One tool list for all firewalls
plus console_gateways

MCP page
Connections - Firewalls - Activity (90 days)

Keeps only the SHA-256 of each credential.
Holds no secret of any firewall.

The firewall dials out to the console; nothing on the internet can open a connection to the firewall for MCP.

For
Applies to
Date

2026-10-15

Firewall hotel-fw-01 (and others)

/api/vi/mcp/relay
answers the console link only

ey &l Client console-<id>

> one per connection, no credential

agent link (WSS),
dialled out by
the firewall

Access - tool policy - guards
the firewall's own rules

Pending queue - Activity log
“console:<person's e-mail>"

Direct clients on the firewall's own
network keep working unchanged.

Operators and MSPs who let Al assistants read and change their firewalls

Zedmos Console 1.3.1 or later; Zedmos firewall releases after 26.10.125

2026-10-15
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MCP — Operator Manual Zedmos

MCP (the Model Context Protocol) lets an Al assistant — Claude, Cursor, VS Code, Codex, Gemini CLI and
others — work with a Zedmos firewall the way an administrator does: read its state, explain what it sees, and, if
you allow it, prepare or make changes. Every firewall has its own MCP service.

The console adds one thing on top: a single address, https://<your console>/mcp , through which one
assistant reaches many firewalls over the internet. Each person makes their own connections there. The
console carries every call to the right firewall over the link the firewall already keeps open to the console, so no
firewall is exposed and none holds a secret for it.

This manual follows the order in which you set things up. Each chapter says what the feature does, gives the
procedure, then lists the controls on the screen.

How to read the pictures. Every picture is a real screen. A blue CONSOLE tag marks the console, a green
FIREWALL tag marks the firewall's own web interface. The red numbers in a picture match the numbered list
next to it. The examples use the organization Example Hotels, the firewall hotel-fw-0T and the console domain
console.example.com. Replace them with your own.

Contents

—_

. What MCP does

. How a call travels, and what is checked
. Before you start

. Who may do what

. The firewall's MCP service

. Turn MCP on from the console

. Make a connection

. Connect an assistant

. Working with an assistant

. Approving changes

- O W 00 N o U1 M W N

_

. Activity and audit

—_
N

. Revoking and switching off

—_
w

. Security model

N

. Troubleshooting

* Appendix A: The /mcp endpoint
* Appendix B: Limits and defaults
* Appendix C: Glossary
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01 What MCP does

MCP through the console: one address, many firewalls

The assistant talks to the console; the console reaches each firewall over the link the firewall itself keeps open. No firewall is exposed.

Al assistants Console console.example.com Firewall hotel-fw-01 (and others)

Claude Code, Codex, Gemini CLI Hine e‘ndpoifn - /apifvifmep/relay .
credential, expiry, source network, rate limit answers the console link only
Cursor, VS Code, Claude Desktop HTTPS The person's role, now relay call Client console-<id>
EE— owner / admin of the firewall's organization or gateway EE— one per connection, no credential
Authorization: €
Bearer zcm_.
claude.ai connectors One tool list for all firewalls agent link (WSS), Access - tool policy - guards
plus console_gateways ?;ZH::::::‘ by the firewall's own rules
Each holds one connection's
credential (zem_...) and calls MCP page Pending queue - Activity log
https://console.example.com/mcp Connections - Firewalls - Activity (90 days) “console:<person's e-mail>"
Every firewall tool takes one
more argument: gateway Keeps only the SHA-256 of each credential. Direct clients on the firewall's own
Holds no secret of any firewall. network keep working unchanged.

The firewall dials out to the console; nothing on the internet can open a connection to the firewall for MCP.

Figure 1.1 — An assistant talks to the console; the console reaches each firewall over the firewall's own link.

There are two ways to connect an assistant to a firewall.

* Directly, on the firewall's network. Under Services > MCP on the firewall you add a client for the
assistant and download its connection file. The assistant then talks to https://<firewall>/api/mcp . This
needs the assistant to reach the firewall's address — normally from the LAN.

* Through the console, from anywhere. On the console's MCP page you make a connection: a name, the
firewalls it reaches, what the assistant may do, and how long it lasts. The assistant gets one address,
https://console.example.com/mcp , and one credential. Every firewall tool takes one more argument,

gateway , that names the firewall to run it on.

Both ways end in the same place: the firewall's MCP service, with its own rules, its own approval queue and its
own log. A console connection is, on each firewall, simply one more client — of the kind Through the console
— that the console created for it.

What an assistant can do on a firewall is what the firewall's tools offer (about 840 of them: status, interfaces,
firewall rules, aliases, NAT, VPN, DHCP, DNS, hotspot, logs, diagnostics ...), narrowed by the access you grant:

Access What the assistant may do

Read Status, lists, logs, diagnostics. Always included.

Add and change Create and change rows and settings, preview changes first.
Delete Remove rows, purge, reset, flush.

Changes and deletions can be proposed (they wait for a person, the default) or applied directly. Some actions
— reboot, firmware update, configuration restore, user administration, WAN rules and others — always wait for
a person, whatever you choose.
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02 How a call travels, and what is checked

Every call passes three checks

A "no" at any step stops the call; nothing reaches the firewall's configuration.

° The connection ° The person, now o The firewall's own rules

« credential (fingerprint, constant-time) « the account exists, not suspended « the console client's access
(read / write / delete)

« not revoked, not expired « still owner / admin of the firewall's
organization, branch or gatewa « the service's ceiling and tool polic
« from an allowed source network —> 9 9 Y —> 9 poliey
« the firewall is still in that organization « guarded actions always wait

« within its rate (300 calls / minute)

« the console licence allows it « proposed changes — Pending queue

« the firewall is one of its firewalls . .
(read-only licence: reading tools only)

« secrets are never shown

refused — 401 /403 / 429 refused — “unknown or unavailable gateway" refused — the tool answers with the reason

Recorded twice: the console's Activity (who, which firewall, which tool, the outcome) and the firewall's own Activity log.

Figure 2.1 — Every call through the console passes three checks, in this order.

When an assistant calls a tool through the console:

1. The connection is checked. The credential is compared with the fingerprint the console keeps; the
connection must not be revoked or expired; the request must come from an allowed network (if you set
one); the connection must be within its rate; and the named firewall must be one of the connection's
firewalls.

2. The person is checked — now, not when the connection was made. The account behind the connection
must exist and not be suspended, must still be owner or administrator of the firewall's organization (or of
its branch or gateway), and the firewall must still belong to that organization. The console's licence is
honoured: a read-only licence leaves only the tools that read.

3. The firewall decides. The call runs on the firewall as the connection's own client. The firewall applies that
client's access, the service's ceiling and tool policy, the guarded categories and the approval setting. A
proposed change goes to the firewall's Pending queue.

The call is recorded twice: in the console's Activity (who, which firewall, which tool, the outcome) and in the
firewall's own Activity log, where the caller reads console:<the person's e-mail> .
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03 Before you start

On every firewall that an assistant should reach through the console
* A firmware release after 26.10.125. Older firewalls show Firmware too old in the console and cannot be
chosen for a connection.
® The firewall is enrolled in the console and online.

® |ts MCP service is on. You can switch it on from the console (chapter 6) or on the firewall (chapter 5).
In the console

® You are the console owner, or owner/administrator of the organization, branch or gateway (chapter 4).

® For assistants that connect from the internet — which they all do when they use the console — nothing
else is needed: the console already has a public name and a trusted certificate.

For the assistant

® An assistant that accepts an MCP server over HTTP with a fixed Authorization header: Claude Code,
claude.ai / Claude Desktop custom connectors (with request headers), Cursor, VS Code, Codex, Gemini CLI,

Cline, Windsurf and similar. ChatGPT's custom connectors accept only OAuth or no authentication, so they
cannot use a console connection.
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04 Who may do what

Zedmos

@ console.example.com/mcp-access#connections

Zero Trust Console

HE & MCP

Gateways
@ Connections & Firewalls O Activit
SASE = Y
Bollcyjlemplates YOUR MCP ENDPOINT
One address for every assistant. What it reaches is decided by the credential of each
https://console.example.com/mcp connection below.
Organizations
Branches Connections (everyone's) o + N -
Devices o
CONNECTION PERSON FIREWALLS ACCESS LAST USED UNTIL
= Hotspot
Claude Desktop at the help desk read, write
P P admin@example.com (you) hotel-fw-01 never Nov 14, 2026 O Revoke
MCP@
Cursor in the office Jan 13, 2027
admin@example.com (you) hotel-fw-01  read never N © Revoke
Access Management 1 ’ 4
: Claude on my lapto read, write 4 min ago
Documentation o Y ‘aptop admin@example.com (you) hotel-fw-01 9° " Nov 14,2026 © Revoke

Need help?

Contact support

Manage your firewalls from an Al ass

stant, over the internet, through the console — all 11 organizations °

ﬁ c Console Admin

All organizations (11) v O How it works

Figure 4.1 — The MCP link in the console's menu (1), and the Connections tab (2). The page is at /mcp-access; /mcp itself is the

address assistants use.

Who

Console owner (MSP)

Owner or administrator of an organization

Owner or administrator through a branch or

gateway grant
Viewer

Hotspot role only

Sees in the MCP page

Every organization and every firewall; everyone's connections
and all activity.

That organization's firewalls; their own connections and activity.

Those firewalls only; their own connections and activity.

No MCP link. Reading is not managing.

No MCP link.

The MCP link appears in the menu only for people who manage at least one firewall (1). Roles are set under

Access Management, as for every other page. A change of role takes effect on the next call an assistant
makes: take someone's administrator role away and their connections lose those firewalls at that moment.

The page has three tabs:

Tab What it is for
Connections Your own address and your connections to the console's MCP endpoint.
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Tab What it is for
Firewalls Each firewall's MCP service: on/off, its clients, its pending changes.
Activity The calls assistants made through the console.

The organization picker at the top limits Connections and Firewalls to one organization; All organizations
shows every one you manage.
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05 The firewall's MCP service

Each firewall runs its own MCP service under Services > MCP (Al assistants). The console uses it; you can also
manage it on the firewall itself. Its tabs are Settings, Clients, Pending changes, Activity, Tools & policy and Help.

5.1 Settings

© 0@ @ hotel-fw-01.example.com/mep#settings
, . ) @ = o ‘
é\ Zedmos Services > MCP (Al assistants) > Settings Q ® < > Py L. ] S root - V]

85 Dashboard

» & Security and Policy

MCP — Al assistants Help Disconnect all
» </ Hotspot o
» & Access enabled o 2/6 1 841 read+write+delete
SERVICE LIVE SESSIONS CLIENTS READY PENDING CHANGES TOOLS ACCESS CEILING
7 High Availability Endpoint https://192.0.2.1/api/mcp on wan

» (> Console and SASE

» &% Network
Settings Clients Pending changes (1) Activity Tools & policy Help
» & Firewall
» @& VPN
~ & Services Search settings

~ © MCP (Al assistants)
| + Settings

Clients Service settings Howto

Pending changes

Activity 0 Enable the MCP service * O

Tools & policy

Help

» O ClamAV Antivirus
O :
o Listen on 10f 9 selected Selectall  Clear

» ©® DHCRelay
G Filter.
» > Dnsmasq DNS & DHCP

» © KeaDHCP WAN LAN2 LAN

» © Network Time

a . ZEDMOS_MESH_SP... ZEDMOS_MESH_SP... ZEDMOS_MESH_SP...
© Router Advertisements

» © Unbound DNS ZEDMOS_MESH_SP... ZEDMOS_MESH_HU... CPTEST

» &5 System
o Allowed source networks 192.168.1.0/24, 10.0.0.5

3 of 3 selected t Clear
Access no client may exceed

Figure 5.1 — Services > MCP > Settings on the firewall.

1. Enable the MCP service — on, the firewall answers MCP; off, every assistant (direct or through the
console) is refused at once. This is the quickest way to lock every assistant out of one firewall.

2. Listen on — the interfaces whose addresses answer direct connections at https://<firewall>/api/mcp .
The default is the LAN. Console connections do not use these interfaces: they arrive over the console link.

3. Allowed source networks — where direct clients may connect from.

4. Disconnect all — ends every live direct session.

Further down: Access no client may exceed (a ceiling for every client, console clients included — remove
Delete here and nothing can delete through MCP on this firewall) and the service's own limits.

The cards at the top summarise the service: live sessions, clients ready, pending changes, the number of tools
and the access ceiling.
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5.2 Clients

® 0 ® @& hotel-fw-01.example.com/mcpiclients [ FirewaLL ]

2 Zedmos Services > MCP (Al assistants) > Clients Y fc] &Y BX @ HE Qmot- O

28 Dashboard

» &) Security and Policy

MCP — Al assistants Help Disconnect all
» <7 Hotspot
S 6 s enabled o] 2/4 o] 8M read+write+delete
SERVICE LIVE SESSIONS CLIENTS READY PENDING CHANGES TOOLS ACCESS CEILING
» {7 High Availability Endpoint https://192.0.2.1/api/mcp on wan

» (> Console and SASE

Settings Clients Pending changes Activity Tools & policy Help
Firewall

» &% Network
D)

*® VPN One row per assistant. A client connects only with the credential issued through Connection file; the credential is shown once, inside the file, and issuing it again replaces it. The Help tab

. explains where each assistant's file goes.
Services

)

© MCP (Al assistants)

Settings

Clients Search o + Add
« Clients

Pending changes

ENABLED  NAME ASSISTANT ACCESS CHANGES ARE

Activity

Tools & polic: enablex elpdesk-claude laude Code (terminal ead, Write ropose onnection file it elete \‘

policy bled helpdesk-claud Claude Code (! inal) Read, Wri P d C: fil Edi _Del
Help pe -
. enabled manager-claude Claude Desktop (local bridge) Read, Write, Delete Direct | Connection file | Edit Delete

» O ClamAV Antivirus b g
’ DHCRelay enabled chatgpt ChatGPT (web plugin / developer mode) Read, Write, Delete Direct (" Connection file ) Edit Delete )
» © Dnsmasq DNS & DHCP N
» @ KeaDHCP enabled console-5ebficle2ad 0 Through the console Read, Write Proposed Edit { Delete )
» © Network Time

@ Router Advertisements

» © Unbound DNS

» &5 System

Figure 5.2 — Services > MCP > Clients. Rows of the kind "Through the console" belong to console connections.

One row per assistant.

1. Through the console — clients the console made for its connections, named console-<id> . They have no
credential and no connection file; the console reaches them over its link. Revoking the connection in the
console removes them. You may disable or delete one here — that cuts that connection off this firewall.

2. Connection file — for a direct client: issues its credential and downloads the file for the assistant (the
credential is shown once, inside the file; issuing again replaces it). A highlighted button means a credential
is issued.

3. Add — a new direct client: name, assistant, access, approval for changes and deletions, credential lifetime,
allowed networks.

Each row shows the client's Access (Read, Write, Delete) and whether its changes are Proposed or Direct. Edit
opens the rest: deletions, credential lifetime and expiry, allowed networks, privileges and when it was last seen.

2026-10-15 Page 9 of 29



MCP — Operator Manual Zedmos

5.3 Pending changes

®©® @ hotel-fw-01.example.com/mcp#pending [ Firewals

0

\z) Zedmos Services > MCP (Al ) ing Q ® [ > : B e 2 root - [0)

25 Dashboard

» & Security and Policy

MCP — Al assistants Help Disconnect all
» </ Hotspot
S 6 s enabled ] ‘ 2/6 1 841 read+write+delete
SERVICE LIVE SESSIONS CLIENTS READY PENDING CHANGES TOOLS ACCESS CEILING
» £ High Availability Endpoint https://192.0.2.1/api/mcp on wan

» (O Console and SASE

» 4% Network
Settings  Clients  Pending changes (1)  Activity  Tools & policy ~ Help
» &) Firewall —_—mm
» & VPN
& Services Pending changes
~ & MCP (Al assistants) Changes an assistant prepared that wait for you: a proposing c°; every change, and any client's guarded action. Approve runs the change as that client; reject records why.
Settings
Cli Search client, tool, values. Waiting Applied Rejected Failed Expired All
ients

| + Pending changes WHEN CLIENT CHANGE WHY IT WAITS STATUS

Activity o
Add or change an alias .
N Oct 15, 2026, 8:01:01 PM console-c3b7fedaéel2 . the client's changes are
Tools & poli J d S
ools & policy #75d8F795 console:admin@example.com ~ 2113s_aPply proposed Reject °

» Details
o |

» O ClamAV Antivirus

» © DHCRelay

» © Dnsmasq DNS & DHCP
» @ KeaDHCP

» (O Network Time

@ Router Advertisements

» © Unbound DNS

» &5 System

Figure 5.3 — Services > MCP > Pending changes on the firewall.

1. Client — which client proposed it; for a console connection the line below names the person ( console:<e-

mails ).
2. Approve — runs the change as that client, now.
3. Reject — nothing changes; the reason you give is kept and the assistant can read it.
4. Waiting / Applied / Rejected / Failed / Expired / All — filters.

Details under the change shows exactly what it would do. The console shows the same queue (chapter 10).
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5.4 Activity

[ XX ) & hotel-fw-01.example.com/mcp#activity @
O Zedmos Services > MCP (Al assistants) > Activity ¥ o) R BE 171: ¢ ® HE S2rot- O
25 Dashboard
4 Security and Polic .

s v y MCP — Al assistants Help Disconnect all
» <7 Hotspot
» @ Access enabled 0o 2/6 1 841 read+write+delete
o SERVICE LIVE SESSIONS CLIENTS READY PENDING CHANGES TOOLS ACCESS CEILING
» &7 High Availability Endpoint https://192.0.2.1/api/mcp on wan
» (> Console and SASE
» &% Network
Settings Clients Pending changes (1) Activity Tools & policy Help
» & Firewall
» @ VPN
v Services o
& Activity Refresh
~ & MCP (Al assistants)
Every session and tool call with its outcome, newest first. Changes themselves are also in the audit log as mcp: <client>.
Settings
Clients Search client, tool, event, detail... m Toolcalls  Sessions  Refused / failed
Pending changes c
| « Activity TIME CLIENT EVENT TooL OUTCOME DETAIL
Tools & policy Oct 15, 2026, 8:13:33 PM  console-c3b7fedaée12  tool aliases_list ok 24ms
Help
Oct 15, 2026, 8:13:33 PM console-c3b7fed4aéel2  tool system_status ok 20ms
» O ClamAV Antivirus
the MCP service is
' RECRS Y managed by the
> Dnsmasq DNS & DHCP :13: - i appliance's
© a Oct 15,2026, 813:33PM  console-c3b7fedase12  tool api_get wor @ 2 B —
» © KeaDHCP an assistant
. » arguments
» (O Network Time
Router Advertisements . #75d8f795 — the client's
© Oct 15, 2026, 8:01:01 PM console-c3b7fedaéel2  tool alias_apply e changes are proposed
» © Unbound DNS » arguments
» B3 System preview: rejected:
validation failed (content:
-50- 5 must not contain line
Oct 15, 2026, 7:59:11 PM console-c3b7f@4a6el2  tool alias_apply error Broakelorcontrel
characters)
» arguments
the MCP service is
managed by the
ea - n appliance's
Oct 15, 2026, 7:58:49 PM console-c3b7f@4a6el2  tool api_get error administrators, never by
an assistant
» arguments
preview: rejected:
8 b validation failed (content:
Oct 15, 2026, 7:58:48 PM___console-c3b7fedage12 tool alias apply error fustiotcontainling

Figure 5.4 — Services > MCP > Activity: every session and tool call, newest first.

1. Refused / failed — shows only what did not succeed.

2. A refusal names its reason — here an assistant tried to read the MCP service itself, which no assistant may

do.

3. pending — the call proposed a change; the detail gives its id.

arguments under a row opens what the assistant sent. Changes that were applied are also in the firewall's
audit log as mcp:<client> .

2026-10-15
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5.5 Tools & policy

® 0 ® @& hotel-fw-01.example.com/mcp#tools [ Firewals
. D — ‘
\zj Zedmos Services > MCP (Al assistants) > Tools & policy QHOASGHE - & © B 2 root - &

25 Dashboard

» & Security and Policy

MCP — Al assistants Help Disconnect all
» </ Hotspot
> & Access s::?/rflce: ?WE SESSIONS g{ﬁms READY :END\NG CHANGES TB;JLS r;:acg;wcrgltj:cdelete
» £ High Availability Endpoint https://192.0.2.1/api/mcp on wan

» (O Console and SASE

» &% Network
Settings Clients Pending changes (1) Activity Tools & policy Help
» &) Firewall —_—
» @ VPN
- @& Services Tools & policy
~ & MCP (Al assistants)
Setti p-24] 245 103 28
ettings TOoOLS WRITES DELETES WAIT FOR OPERATOR SWITCHED OFF OVERRIDES
Clients

Every tool the service can offer, before a client's privileges, tool groups and access (read / write / delete) narrow it. Per tool: Enabled offers it to clients at all; Approval decides
Pending changes whether a change or deletion waits for you — Defauit follows the guarded categories below and the client's own approval setting, Always wait queues it from every client, Apply
directly never queues it even if its category is guarded (a client whose changes are proposed still queues everything). Reads and previews never wait. Only the tools that deviate from

Actyty the default are stored.
| + Tools & policy e
Help o Guarded categories — always wait for an operator 13 of 13 on
» O ClamAV Antivirus The default behind Default: tools in a category that is on go to Pending whatever the client's approval setting. A tool's own row above overrides its category.
» DHCRelay
B reboot — Reboot the appliance B ha1t — Power off the appliance B firmware_update — Install updates
» © Dnsmasq DNS & DHCP
> © KeaDHCP B backup_restore — Restore a configuration backup B snapshot_activate — Activate a system snapshot
» © Network Time
Router Advertisements B service_stop— Stop or restart a service B states_flush —Kill or flush firewall states
» © Unbound DNS
B user_admin — Create, change or delete users, groups, privileges and API keys B van_rules — Change firewall rules on a WAN interface
» B3 System
B config_import — Import a configuration
B engine_destructive — Engine: delete a policy, purge a device, wipe or reset the engine database, rotate the TLS CA
B engine_restart — Engine: settings whose change restarts the engine (interfaces, IDS/ETA globals, TLS proxy, directory, device recognition, log shipping)
B 5pi_raw— Raw API call (api_call): any POST/PUT/DELETE the catalogue does not name
Search name, title, description, guard Every grro v
m Reads Previews Writes Deletes O Overrides only 841 shown
B > config 12 tools - 3 writes - 1 delete changes and deletions in this group: Default Always wait Apply directly Switch all off On

Figure 5.5 — Services > MCP > Tools & policy.

1. Guarded categories — kinds of action that always wait for a person (reboot, power off, firmware update,
configuration restore, snapshots, stopping services, flushing states, user administration, WAN rules,
configuration import, destructive engine actions, engine restarts, raw API calls). All are on by default.

2. Overrides only — shows only the tools whose setting differs from the default. Below, every tool is listed,
searchable and filterable by kind, with Enabled (offered at all) and Approval — Default (follows the
guarded categories and the client's setting), Always wait, or Apply directly.

3. The tab is in the menu, so a policy question is one click away.

5.6 Help

The firewall's Help tab explains, per assistant, where its connection file goes. It applies to direct clients.
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06 Turn MCP on from the console

@ console.example.com/mep-access#firewalls [ consoe

CONSOLE e c Console Admin
MCP

Zero Trust Console

RS & MCP o Example Hotels v @ How it works

Manage your firewalls from an Al assistant, over the internet, through the console — Example Hotels
Gateways

SASE @ Connections & Firewalls O Activity

Firewalls ° © Refresh

Policy Templates

Organizations

Branches FIREWALL mcP CLIENTS SESSIONS PENDING o
2 Devi hotel-fw-01 o MCP on 6 0 1 waiting o O Turn off Clients & pending
evices
Hotspot hotel-fw-02 MCP on - no console relay 1 0 0 O Turn off Clients & pending
MCP hotel-fw-09 MCP on - no console relay 1 0 0 O Turn off Clients & pending
Access Management hotel-fw-06 i
: hotel-fw-07 Offline
Documentation
hotel-fw-08 Offline
hotel-fw-03 No MCP (not native)
hotel-fw-04 No MCP (not native)
hotel-fw-05 No MCP (not native)

Need help?

Contact support

Figure 6.1 — MCP » Firewalls, for the organization Example Hotels.

Procedure

1. Open MCP and choose the organization at the top (1), or All organizations.
2. Open the Firewalls tab.

3. For each firewall that should be reachable, press Turn on. A firewall whose MCP is on shows MCP on (2)
and Turn off (3).

Firewalls that can act come first. One that cannot says why instead of offering a button:

State Meaning

MCP on Ready: it can be chosen for a connection.

MCP on - no console relay MCP runs, but the firmware is older than the console relay. Update the firmware.
MCP off Press Turn on.
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State Meaning

Firmware too old The firewall has no MCP service yet. Update the firmware.

Offline The firewall's link to the console is down.

No MCP (not native)

Not a Zedmos appliance with MCP.

Zedmos

Clients & pending (4) opens the firewall's clients and its waiting changes. Refresh (6) reads every firewall

again.

6.1 A firewall's clients and pending changes

eoe @ console.example.com/mcp-acc

hotel-fw-01 — MCP

o Pending changes

Changes assistants proposed on this firewall. Approving applies the change on the firewall, as recordec

Add or change an alias

alias_apply - by console-c3b7f04a6e12 (admin@example.com) - 17 min ago
Why it waits: the client's changes are proposed

¥ What it would change

{
“values": {
“content": "192.0.2.44",
“description”: "A device that misused the guest Wi-Fi",
“enabled": "1",
“name”: "blocked_guests”,
"type": "host"
}
}

New row in firewall/alias aliases/alias: {“existing":false,"result":"ok","row":{"content
—Fi"owbled"'"l","name"'"blozked_guests","type“'"hcsl"),"valid"'tr‘ue,"validated"'true)

e ©

Clients

Assistants this firewall accepts. A direct client connects to the firewall itself (on its network); console- clients belong to console connections.

chatgpt chatgpt

helpdesk-claude

Claude Code
Help desk PC

manager-claude Claude Desktop /
Manager laptop claude.ai

console-8a20d7¢3e915 o
console

Console connection *Cursor in the office" of admin@example.com

console-c3b7f04a6e12

Console connection “Claude on my laptop" of admin@example.com

console

console-4flc9a2e7b3d

Figure 6.2 — Clients & pending for hotel-fw-01.

1. Pending changes — what assistants proposed on this firewall, with Why it waits and What it would

change.

2. Approve and 3. Reject — as on the firewall.

2026-10-15

d there.

":"192.0.2.44", "description”:"A device that misused the guest Wi

ACCESS

read, write,
delete

read, write

read, write,
delete

read

read, write

CHANGES  LAST SEEN

3dago
direct key until Jan 10,

2027

proposed 6 d ago

1d ago
key until Jan 8, 2027

proposed never

o

+ Direct client

@ Remove

@ Remove
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3. Direct client — a client for an assistant on the firewall's own network (6.2).

4. console — a client that belongs to a console connection. It cannot be removed here; revoke the
connection instead.

6.2 A direct client from the console

[ XX ) @ console.example.com/mcp-access#firewalls CONSOLE

A direct client

A direct client connects to the firewall's own address (on its network). To reach firewalls from anywhere through
the console, make a connection on the Connections tab instead.

o NAME ASSISTANT o

helpdesk-cursor Cursor

o WHAT THE ASSISTANT MAY DO

Read (J Add and change [(J Delete

o CREDENTIAL VALID FOR (DAYS, 0 = NO END) ALLOWED NETWORKS (OPTIONAL)

192.168.1.0/24

Cancel & Create and show the credential

Figure 6.3 — A direct client made from the console.

1. Name — letters, digits, dot, dash, underscore. Names that start with console- are the console's own.
2. Assistant — decides the shape of the connection file.

3. What the assistant may do — Read always; Add and change; Delete; and for each, proposed or direct.
4. Credential valid for — days, 0 = no end; and optional Allowed networks.

5. Create and show the credential — the credential and the connection file are shown once. The console
keeps neither.

Use a direct client for an assistant that runs on the firewall's network. For anything else, use a connection.
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07 Make a connection

Zedmos

®©® @ consoleexample.com/mcp-accesstconnections

New connection

o NAME

Claude Desktop at the help desk

e FIREWALLS (1 CHOSEN)

VALID FOR (DAYS, 1-365) o

30

Choose every ready one

[ hotel-fw-01

Example Hotels | MCPon ]

» 15 other firewalls cannot take a connection yet

o WHAT THE ASSISTANT MAY DO

Read Add and change (J Delete

° CHANGES

Proposed — an

° ALLOWED SOURCE NETWORKS (OPTIONAL)

e.g. 203.0.113.0/24, 2001:db8:/32

Where the assistant connects from. For Claude’s hosted connectors (claude.ai, the apps) that is Anthropic's range 160.79.104.0/21. Empty = anywhere.

Every call runs on the firewall as this connection, with your e-mail in its log, and on the firewall’s terms: what its MCP allows,its tool policy and guards. Proposed changes wait in the

firewall's Pending queue for an administrator.

Figure 7.1 — MCP > Connections > New connection.

Procedure

Cancel £ Create and show the credential

1. Open MCP > Connections and press New connection.

AW oN

. Name (1) — what you will recognise later, for example Claude on my laptop.

. Valid for (2) — 1 to 365 days; 30 by default. An expired connection stops working; make a new one.

. Firewalls (3) — tick the firewalls this assistant may reach. Only firewalls whose MCP is on and new enough

are offered; the others are listed, folded, with the reason each cannot take a connection yet. Choose every

ready one ticks them all.

5. What the assistant may do (4) — Read is always on. Tick Add and change and Delete only if the assistant

should prepare changes.

6. Changes / Deletions (5) — Proposed — an administrator approves (recommended) or Applied directly.

2026-10-15
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Zedmos

7. Allowed source networks (6) — optional. Where the assistant connects from, as addresses or CIDR ranges.
For claude.ai and the Claude apps that is Anthropic's range 160.79.104.0/21 . Empty = anywhere.

8. Press Create and show the credential (7).

All firewalls are prepared at once, or none: if one of them cannot take the connection, nothing is created and

the console says which firewall and why.

@& console.example.com/mcp-access#connections

MCP
Zero Trust Console

Home & MCP

Manage your f

Gateways

© g n
SASE Connections & Firewalls O Activity

Policy Templates
“Claude Desktop at the help desk” is ready — its credential is shown this once

Organizations

ENDPOINT o CREDENTIAL (AUTHORIZATION: BEARER
Branches https://console.example.com/mcp © Copy zem_4f1c9a2e7b3d_Qm9vZ312cXI0S2xHbkSwVOhjWlIzZEFAYmVUeUZ1aU9t © Copy
Devices

[SPPNSIM  Cursor (.cursor/mcpjson) VS Code (vscode/mepjson)  Codex (~/.codex/config.toml)  Gemini CLI
Hotspot claude mcp add --transport http zedmos-console https://console.example.con/ncp --header "Authorization: Bearer zcm 4f1c9a2e7b3d_QmOvZ312CXI0S2XHOKSH (&) cop

VehjW1J2ZEFAYmVUeUZ1aU9t"

mcp dlaude.ai and the Claude apps: Settings > Connectors > Add custom connector, URL = the endpoint, and the credential as an Authorization request header

), Access Management
YOUR MCP ENDPOINT
https://console.example.com/mcp

Documentation

Connections (everyone's)

CONNECTION PERSON FIREWALLS

Claude Desktop at the help desk

admin@example.com (you hotel-fw-01

Cursor in the office
1

admin@example.com (you hotel-fw-01

Claude on my laptop

admin@example.com (you hotel-fw-01

Need help?

Contact support

irewalls from an Al assistant, over the internet, through the console — all 11 organizations

Copy it now; the console keeps only a fingerprint of it. If it is lost, revoke the connection and make a new one.

One address for every assistant. What it reaches is decided by the credential of each

connection below.

ACCESS

read, write

read

read, write

All organizations (11) v @ How it works

LAST USED

never

never

33 min ago

ﬁ c Console Admin

s

:
3-

UNTIL

Nov 14, 2026 © Revoke

Jan 13,2027
O Revoke

Nov 14, 2026 © Revoke

Figure 7.2 — The new connection's endpoint and credential, with ready-made settings for common assistants.

1. The credential is shown this once. Copy it now; the console keeps only its fingerprint. If it is lost, revoke the

connection and make a new one.

2. Endpoint — the same for all your connections.

3. Credential — goes into the assistant as Authorization: Bearer ...

4. Ready-made settings per assistant (chapter 8).

5. Done hides the credential for good.

2026-10-15
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The connections list (figure 4.1) shows each connection's firewalls, access, last use and source address, and its
end date. Revoke stops it (chapter 12).
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08 Connect an assistant

Use the endpoint and the credential from figure 7.2. Replace zcm_.. with your credential.

Claude Code

claude mcp add --transport http zedmos-console https://console.example.com/mcp --header

"Authorization: Bearer zcm_..

Cursor ( .cursor/mcp.json )

"mcpServers": {
"zedmos-console": {
"type": "http",
"url": "https://console.example.com/mcp",
"headers": { "Authorization": "Bearer zcm_.." }

VS Code ( .vscode/mcp.json)

"servers": {
"zedmos-console": {
"type": "http",
"url": "https://console.example.com/mcp",
"headers": { "Authorization": "Bearer zcm_.." }

Codex ( ~/.codex/config.toml )

[mcp_servers.zedmos_console]
url = "https://console.example.com/mcp"
http_headers = { "Authorization" = "Bearer zcm_.." }

Gemini CLI

gemini mcp add --transport http --header "Authorization: Bearer zcm_.." zedmos-console

https://console.example.com/mcp

claude.ai, Claude Desktop and the Claude mobile apps — Settings > Connectors > Add custom connector: the
endpoint as URL, and under request headers Authorization = Bearer zcm_... The request-headers section
appears only where your organization has it enabled. Calls come from 160.79.104.0/21 ; setting that as the
connection's allowed network keeps the credential useless anywhere else.
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Cline needs "type": "streamableHttp" ; Windsurf uses serverUrl and headers . Keep the credential out of
shared repositories: where an assistant supports environment variables in its configuration, use one.
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09 Working with an assistant

Once connected, the assistant sees:

® every tool the connection's firewalls offer, each with a required gateway argument — the firewall's name
as the console shows it;

® console _gateways — the firewalls of the connection, whether each is online, and whether its MCP is on.

Good first requests:

® "Which firewalls can you reach?" — the assistant calls console_gateways .
* 'Is hotel-fw-01 healthy? Show its interfaces and the last firewall log entries." — read tools on one firewall.

® "Block 192.0.2.44 on hotel-fw-01 with an alias." — with changes proposed, this comes back as pending with
an id (chapter 10).

The assistant runs one firewall at a time and says which firewall a result came from. A tool that exists only on
some firewalls says so in its description. Results that contain text from the network (host names, log lines) are
marked untrusted; the assistant treats them as data.
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10 Approving changes

A proposed change

With "changes proposed" (the default), nothing an assistant changes is applied until a person approves it.

Approve — applied

1 - Assistant 2 - Firewall 3 - An administrator :
/V run as that client, logged with both people
calls alias_apply on validates it, keeps it in MCP > Firewalls > Clients & pending
gateway hotel-fw-01 > Pending changes > in the console, or on the firewall
gets: pending, id 75d8f795 configuration unchanged sees what it would change \ Reject — nothing changes

the reason is kept and told to the assistant
4 - The assistant asks pending_status (on the same gateway) to learn what became of it; it does not retry on its own.

Guarded actions (reboot, firmware update, restore, user administration, WAN rules ...) wait for a person even when changes are applied directly.

Figure 10.1 — A proposed change waits on the firewall until a person decides.

A proposed change is validated by the firewall and kept in its Pending changes; the configuration is
unchanged. The assistant receives pending with an id, tells you, and does not retry.

To decide

® In the console: MCP > Firewalls > Clients & pending on that firewall (figure 6.2), or

® on the firewall: Services > MCP > Pending changes (figure 5.3).

Approve runs the change as the client that proposed it and records who approved it. Reject changes nothing;
your reason is kept. The assistant learns the outcome with pending_status on the same gateway.

Guarded actions wait for a person even on a connection whose changes are applied directly. Approving a
change that touches the firewall rules is not the same as applying the rules: the assistant (or you) still runs
Apply firewall changes where the firewall needs it.
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11 Activity and audit

Zedmos

@ console.example.com/mcp-access#activity

Zero Trust Console

Home

& MCP

Manage your firewalls from an Al assistant

Gateways
& Connections &8 Firewalls
SASE =
Policy Templates . y
Yy P Activity (everyone's)
Organizations
WHEN PERSON
Branches
2 Devices 5 min ago admin@example.com
Hotspot Sminago  admin@example.com
McP
5 min ago admin@example.com
Access Management
17 minago admin@example.com

Documentation

19 minago admin@example.com

Need help?

19minago  admin@example.com

19 minago  admin@example.com

Contact support

20 minago  admin@example.com

Figure 11.1 — MCP > Activity in the console.

over the internet, through the console

© Activity

FIREWALL

hotel-fw-01

hotel-fw-01

hotel-fw-01

hotel-fw-01

hotel-fw-01

hotel-fw-01

hotel-fw-01

hotel-fw-01

ﬁ c Console Admin

@ How it works
all 11 organizations
< Refresh

TooL RESULT FROM
aliases_list ok
system_status ok

@
api_get -

s @) o
alias_apply
firewall rules_list ok
aliases_list ok
interfaces_overview ok
system_status ok

Every call through the console is listed with time, person, firewall, tool, result and source address (kept 90

days):

1. Activity tab.

2. pending — a change that waits; the detail gives its id.

3. A refused call with its reason, as the firewall gave it.

4. error — the call ran but the tool answered with an error.

The console owner sees everyone's activity; anyone else sees their own. The console does not keep the

conversation itself — only who called what, where, and what came of it. The full record, with the arguments, is

on the firewall (figure 5.4).

2026-10-15
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Zedmos

12 Revoking and switching off

To stop

One connection

One person

One firewall, for
every assistant

One connection
on one firewall

2026-10-15

Do this

MCP > Connections > Revoke

Take their role away, or suspend
the account

MCP > Firewalls > Turn off, or
on the firewall Enable the MCP
service off

On the firewall, disable or delete
its console-<id> client

Effect

The credential stops working at once; the connection's client is
removed from each firewall. A firewall offline at that moment
keeps an unusable client until you delete it there.

Their connections lose the firewalls at the next call; a suspended
account's connections stop entirely.

Every assistant, direct or through the console, is refused by that

firewall.

That connection keeps working on its other firewalls.
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13 Security model

* No firewall is exposed. Console connections reach a firewall over the link the firewall itself opens to the
console. Nothing on the internet can open an MCP connection to a firewall that does not listen on its WAN
for direct clients.

* No firewall secret in the console. A console client has no credential; the firewall accepts it only over the
console link.

* Credentials are 256-bit, shown once, stored as fingerprints. The console compares them in constant
time and counts failed attempts per address.

® Short-lived by design. Connections end after at most a year (30 days by default) and can be limited to
source networks.

* Least privilege, checked live. Read only by default; changes proposed by default; the person's role is
checked on every call; the firewall's own ceiling, tool policy and guarded categories still apply.

* All or nothing. A connection is created on every chosen firewall or on none.

® Assistants cannot change MCP itself. Its clients, settings and policy are refused to every assistant on
every firewall.

® Secrets stay hidden. Console clients never read passwords or keys.

* Recorded twice. Console Activity and the firewall's own log, both with the person's e-mail. The console's
command log keeps neither relayed conversations nor issued credentials.
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14 Troubleshooting

What you see

401 credential_required /

malformed_credential

401 unknown_credential

401 connection_expired /

connection_revoked

401 account_unavailable

403 source_not_allowed

403 license_blocked

429

"Unknown or unavailable gateway"

"The firewall is offline"

A firewall cannot be chosen

A change "does not validate"

2026-10-15

What it means

The header is missing or the credential is
cut.

No such connection (mistyped, or
deleted).

As it says.

The person's account is suspended or
gone.

The assistant connects from outside the
allowed networks.

The console licence does not allow it.

Too many calls or failed attempts in a
minute.

The firewall is not in the connection, you
no longer manage it, or it moved to
another organization.

Its link to the console is down.
MCP off, offline, or firmware too old.

The firewall refused the values.

What to do

Paste the whole zcm_... value after
Bearer

Make a new connection.

Make a new connection.

Restore the account, or make the
connection as someone else.

Add its network to a new
connection.

Renew the licence.

Wait a minute.

Call console_gateways ; check
your role.

The other firewalls keep working.
See chapter 6.

Read the reason in Activity; correct
the request.
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Appendix A: The /mcp endpoint

Item Value
Address https://<console>/mcp
Transport MCP Streamable HTTP, stateless: every request is a POST with one JSON-RPC message (or a batch of

up to 20); answers are JSON. GET answers 405 (no event stream).

Authentication Authorization: Bearer zcm_<12 hex> <43 characters>
Protocol 2025-11-25, 2025-06-18, 2025-03-26, 2024-11-05

versions

Methods initialize, ping, tools/list, tools/call; resources/list,

resources/templates/list and prompts/list answer empty lists; notifications are accepted.

Console tool console_gateways
Routing gateway (required on every firewall tool)
argument
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Appendix B: Limits and defaults

Setting Value

Connection lifetime 1-365 days, default 30

Firewalls per connection up to 200

Calls per connection 300 per minute

Requests per source address 600 per minute; 20 refusals per minute
One tool call up to 120 seconds

A message to a firewall up to 1 MB

Tool list per firewall refreshed every 5 minutes

Console activity kept 90 days

Default access Read; changes and deletions proposed
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Appendix C: Glossary

Term Meaning

MCP Model Context Protocol: how Al assistants call tools.

Assistant The Al application (Claude, Cursor, ...) that calls the tools.

Client On a firewall, one assistant's identity with its access and approval settings.

Direct client A client that connects to the firewall itself, with its own credential and connection file.

Console client

A client of the kind Through the console, created for one console connection; no credential.

Connection In the console, one assistant's credential and the firewalls it reaches.
Endpoint The address an assistant calls: https://<console>/mcp .
Gateway The firewall a tool runs on (the gateway argument).

Proposed change
Guarded category

Relay

2026-10-15

A change that waits in the firewall's Pending queue for a person.
A kind of action that always waits for a person.

The firewall's internal entry that runs a console client's call, reachable only over the console link.
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